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Core conflict of rights
• Increasing pressure to change DMCA 512 and 
CDA 230 
• Increasing pressure for intermediaries to do more 
on hate speech, abuse, extremist content 
• Growing focus on thicker substantive 
understandings of freedom of expression 
• No clear proposals to ensure decisions are 
legitimately made or due process is available
Changing conceptions of speech: 
“We suck at dealing with abuse and trolls”
Dick Costolo, Photo by Joi Ito, http://www.flickr.com/photos/joi/4578515565/, CC BY 2.0
Declaration of Independence of 
Cyberspace: twenty years on
Photo by Joi Ito, http://www.flickr.com/photos/joi/835394449/, CC BY 2.0
'You have no 
sovereignty where 
we gather'
'Nor do you possess any 
methods of enforcement that 
we have true reason to fear."
1. Who controls the pipes, 
Controls the universe. 

Control over infrastructure: 
from very crude methods
To more sophisticated forms 
of control
There are global efforts to require 
intermediaries to exercise more 
control over their networks.
Continued efforts to make 
ISPs responsible for users
New efforts to regulate search 
engines and others linking to 
prohibited material
Safe harbours under attack
http://the1709blog.blogspot.com.au/2015/05/some-news-from-us-copyright-office.html
“In the nearly twenty years since Congress enacted 
the DMCA, courts have stepped in to fill perceived 
gaps in the statutory framework, often interpreting 
provisions in ways that some believe run counter to 
the very balance that the DMCA sought to achieve.  
Maria Pallante, US Registrar of Copyrights 
 http://judiciary.house.gov/index.cfm/hearings?
ID=FE596B62-4638-400C-973E-CDC7761A074A
States have found ways to regulate 
the focal points of control
2. We need to pay 
attention to the role of 
private actors
Governance, broadly defined, is  
“the management of the course of 
events in a social system” 
 — Burris et al. 2008
We have almost no idea about 
how decisions are made.
Google now processes 65 Million 
takedown requests a month
Almost everything we know is based on 
anecdotes, leaked evidence, and lobbying 
docs
Global efforts to better understand 
how governance works in practice
A wide range of intermediaries 
govern online behavior
Platforms themselves are engaging in 
multiple regulatory games around the world
There is increasing pressure from civil 
society groups for intermediaries to 
resist obligations to do more
Civil society groups are caught in a 
conflict over speechBut at the same time, there is growing 
social pressure to do more. 
Contests of governance are 
increasingly of everyday concern for 
ordinary users
3. We need better 
theory
"We believe that from ethics, enlightened 
self-interest, and the commonweal, our 
governance will emerge.” 
— JPB Declaration of Independence
"We will create a civilization of the 
Mind in Cyberspace. May it be more 
humane and fair than the world your 
governments have made before."
Terms of Service 
is “the 
governing 
document that 
we'll all live by” 
Image: Brian Solis, https://www.flickr.com/photos/briansolis/
2696190509/
ToS are not good constitutional 
documents.
The human rights obligations of 
private actors
• The United Nations Guiding Principles on 
Business and Human Rights explain that 
respecting human rights requires businesses to 
“avoid infringing on the human rights of others” 
and to “address adverse human rights impacts 
with which they are involved.” 
What does the rule of law look like 
when governance is decentralized?
Fundamental question:
Digital Constitutionalism and 
the rule of law
• The Rule of Law is the concept that those who exercise 
power over our lives must exercise it in a way that is equal, 
certain, and fair. In this sense, the Rule of Law is a core 
human right. 
• How do we (civil society, platforms, States) respond to the 
need to do more to limit harm, 
• In a way that is legitimate? 
• Transparent, equal, fair 
• Protective of legitimate speech interests
Transparency and due process as 
core governance values
Rising pressure to be more consistent 
and more transparent
New Matilda: https://newmatilda.com/2016/03/11/kim-kardashian-vs-
aboriginal-culture-only-of-these-images-has-been-banned-by-facebook/
And to take more 
responsibility for the ways 
that platforms are used.
And maybe design features 
that empower users
Growth in new private 
regulatory partnerships
Governance is a complex network of 
pressure and accountability
Lots of work to be done
• We know very little about how platforms 
make decisions, and we don't have the 
tools to make platforms accountable for 
these decisions 
• We have almost no idea about how to 
enrol platforms in legitimate regulatory 
projects (without leading to a race to 
the bottom) 
• We don't have the tools to help 
platforms deal with real conflicts of 
liberties (avoiding lowest common 
denominator regulation)
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Andrew Quodling: PhD on 
conflicts over governance
Gendered abuse on Twitter; Breastfeeding on 
Facebook; Real Names on Google+
Katherina Drinkuth: PhD on 
governance by algorithms
Ariadna Matamoros Fernandez: Flow and 
governance of racist content on platforms
Jing Zeng: Censorship and 
counter-speech on Weibo
Alice Witt: Measuring legitimacy 
of content moderation
(Not pictured.)
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DEFENDING  
DIGITAL RIGHTS  
IN AUSTRALIA 
digitalrightswatch.org.au
THE PLAN
THE	ROLE	OF	DIGITAL	RIGHTS	WATCH	IS	TO:	
• Be	a	strong	and	visible	advocate	known	for	intelligent,	robust	defence	of	digital	rights		
• Advocate	and	educate	Parliament	and	other	law-making	bodies	
• Run	effective	large-scale	public	campaigns	
• Monitor	and	report	on	digital	rights	regulations	
• Develop	public-facing	information	resources		
• Act	as	a	linkage	between	existing	digital	rights	movements	overseas	and	the	growing	
Australian	digital	activist	network	
THE WATCHLIST
CURRENT	ISSUES	IN	AUSTRALIAN	LAW	
• Mandatory	data	retention:	Telcos	to	retain	metadata	for	2	years;	warrantless	access	
rights	unclear	
• Copyright	website	blocking	power	introduced:	s	115A;	Court	oversight,	but	no	public	
interest	representatives	
• TPP		
• Fair	use	recommended	by	ALRC	&	Productivity	commission	
• Bill	to	introduce	Safe	Harbors	to	general	OSPs	
• Marrakesh	Treaty	implementation	
• ALRC	recommends	a	tort	of	serious	invasion	of	privacy	
• States	and	Federal	Parliament	looking	at	legislative	to	combat	'revenge	porn’		
• Office	of	the	Children’s	E-Safety	Commissioner	established	with	(lightweight)	
takedown	powers	
• Graduated	response	/	3-strikes	scheme:	no	agreement	between	industry	&	
rightsholders	
• Intermediary	liability	law	is	MESS:	defamation	particularly;	no	safe	harbors
